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Abstract 

The standards applicable to Information Security are legion, from the purely technical, low-level specifi-
cation of crypto protocols to the high-level organisational management frameworks. Industrial Control 
Systems - among them the Information Systems in Critical Infrastructure - still present their own set of 
challenges and quirks, despite the convergence trend towards mainstream information technologies and 
networking. Among these challenges we can recognise the still widespread use of legacy and proprietary 
systems with a long life and often poor documentation, the geographical spread, the fact that ICSs control 
physical equipment with all the related consequences (safety risk, difficulty of testing), the lack of IT and 
especially security training among the personnel, the legal and regulatory environment. The paper analyses 
the application of standards in Critical Infrastructure Information Protection, both from an organisational 
and technical perspective, their choice, their implementation and economic cost and benefits, in the context 
of the existing legal landscape, in particular in the European Union context. A brief theoretical excursus 
will examine a cost-benefit model for policymakers called to formulate the best policy in mandating - or 
not - the use of standards.

1 Introduction
Industrial plants, factories and infrastructures – be they “critical” or not – have become today 
heavily dependent on Information and Communications technologies for their control and oper-
ations. This holds true even for traditional sectors like for instance freshwater delivery or railway 
transportation. ICTs used in this applications can be labeled in general as Industrial Control 
Systems (ICSs) and are quite different in many ways than office networks and mobile appliances.

While ICSs are widely used in many context, we are concerned here in particular with their use 
in operating infrastructures and even more specifically, “critical” infrastructures. According to 
the common definition infrastructures constitute the basic framework needed for a society to 
function properly. It goes without saying that modern, developed countries need more than a 
basic road network and freshwater wells to function, all the way up to airports and air traffic con-
trol, oil and gas distribution, smart power grids, wide-area information networks – of which the 
Internet is the ultimate example. Among infrastructures, “Critical Infrastructures” are informally 
defined as those systems the failure of which could seriously impair the lives of the citizens or the 
national security of a country. While the exact list varies by country, even inside the EU, some are 
unanimously considered critical: the power grid, energy supply, transport systems, water supply. 
In European legislation Critical Infrastructure are defined as follows: 
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[...]an asset , system or part thereof located in Member States which is essential for 
the maintenance of vital societal functions, health, safety, security, economic or social 
well-being of people, and the disruption or destruction of which would have a signif-
icant impact in a Member State as a result of the failure to maintain those functions.

Standards and best practices are one of the means used to elevate information security levels and 
their implementation is more and more mandated, in various ways by governmental policies. Pol-
icies however can assume many different forms and they are not always chosen by rational means. 
The tools provided by economics can help policymaker to make rational choices; economics ap-
plied to the formerly purely technological field of information security has already helped better 
understand many phenomenons and behaviours.

2 Available Standards 
The world of standardisation is very fragmented and complex. As a broad overview standards can 
be categorised along two variables: technical level and the presence of certification schemes. In 
the information security field specifications of cryptographic algorithms are examples of techni-
cal standards and risk assessment schemes are examples of organisational standards. Some organ-
isational schemes are certifiable, meaning that a third party independently assesses the organisa-
tion and declares that the it is in compliance with the standard requirements: ISO/IEC 27001 is 
an example of such a standards. A standard for which a certification scheme is not establishes is 
commonly referred to as a “guideline”, but this is not at all a usage accepted by everyone and many 
non-certifiable guidelines as termed standards as well.

Among the standard developing organisations (“SDOs”) the most relevant in the European con-
text are the European Committee for Standardisation (CEN), the European Committee for Elec-
trotechnical Standardisation (CENELEC) and the European Telecommunications Standards In-
stitute (ETSI). These are also officially recognised by the European Commissions and can legally 
be the recipient of standardisation requests. Their area of competence can overlap – information 
security and cyber security being a case in point – but their constituency and operations are quite 
different. While CEN-CENELEC membership is composed of national standardisation bodies 
part of the ISO system, ETSI membership is mainly industry-based, while also including academ-
ic institutions and national administrations. All operate by trying to reach a consensus among 
members. The ETSI process and products tend to be more technically-oriented, market driven 
and faster. In the cyber security field however, ETSI is a comparative newcomer, having formed a 
dedicated group in 2014. A Cyber Security Coordination Group [CSCG13], fathered by all three 
European SDOs, has been established to help reduce overlaps and duplication of efforts.

The American effort in cyber security standardisation has been comparatively more directly driv-
en by the government, in the wider context of national security. Executive branch involvement in 
Critical Infrastructure Protection began with the Presidential Decision Directive 63 (PDD-63) in 
1998, later superceded by HSPD-7 in 2003 [DHS03]. The standardisation bodies most relevant 
to CI protection are the National Institute of Standards and Technology (NIST) and The North 
American Electric Reliability Corporation (NERC). 

In the next section we’ll review the standards most relevant to cyber security and critical infra-
structure information protection, with a bias toward the organisational frameworks.
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2.1 ISO/IEC 27001

ISO 27001 [ISO13] is a governance framework specifying the requirements for the security man-
agement of information systems. It’s based on the concept of risk management and a continuos 
cycle of risk assessment, than treatment reassessment. It’s by design a generic framework, flexible 
enough to be applicable to organisations of any size and kind. While risk management is the core 
of the implementation, the process and its requirements are not well-defined in the standard it-
self: its very flexibility implies that adapting it to real cases requires a lot of work, especially in the 
case of industrial systems and infrastructures, with all their peculiarities. This trait can be consid-
ered a weak point but it actually allows implementers to select the risk assessment method that 
suits best their use case. It must be remarked that no generally accepted risk management frame-
work exists for ICSs and SCADA systems anyway, and that the ISO 31000 framework for risk 
management – also developed by ISO – can be considered the natural complement of ISO 27001.

The set of controls described in the document are the base for risk treatment, via their selection 
and implementation. It is a bit lacking in the physical security, environmental threats and safety 
areas, which are all very relevant in systems geographically spread like infrastructures. The most 
recent 2013 version of the standards widened its definition of assets to anything “[...] associated 
with information and information processing [...]”, a language that allows for physical assets to 
be included in its scope. All considered however the framework is applicable to CIs and it is a 
worldwide recognised document. Moreover it is a certifiable standard. 

Other guidelines are part of the 27xxx series and relevant, for instance ISO/IEC 27032 on cyber-
security, the multipart ISO/IEC 27033 on network security and – pertaining to incident response 
and forensics – ISO/IEC 27037, 27041 and 27042.

2.2 The Common Criteria (ISO/IEC 15408)

This work – well-established in the military sector – were developed to ensure that the process of 
specification, development and implementation of security products is conducted in an account-
able mode. While not directly relevant to the operations of a CI at a systemic level, they are used 
to ensure the level of security of products used. A caveat is necessary here: while it is important 
to assure the security of single elements, this does not make by itself the system as a whole secure. 
Critical Infrastructures information systems – it is useful to stress again – are complex, both so-
cio-technical and cyber-physical.

2.3 U.S. Standards

Cyber security and the protection of Critical Infrastructures from cyberattacks is well-developed 
in the United States and even considered by the government a national security priority. This is in 
part due to the higher level of ICT sophistication of the U.S. when compared to other countries, 
even developed ones, that on the flip side provides adversaries with a wider attack surface. Stand-
ard frameworks are more developed and mature also because SDOs had to respond to direct 
policy input from the executive branch, starting with the Presidential Directive 63 in 1998, later 
updated in 2003 as Homeland Security Presidential Directive 7. More recently Executive Order 
13636 in 2013 called for the development of a voluntary Cybersecurity Framework “Improving 
Critical Infrastructure Cybersecurity”
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2.3.1  NIST

NIST 800-53 [NIST14a] is a risk assessment framework developed by NIST – a federal agency, 
so part of the executive branch – targeted to federal government entities and their contractors. It 
is developed from an American perspective but it as widely accepted also outside the U.S. by its 
own merit and the influence of its developers. As a small footnote it has to be remarked that all 
NIST documents are freely available, while ISO standards are not. NIST 800-53 – which can be 
considered on a parallel with ISO 31000 for instance – is a very consolidated and mature frame-
work, constantly updated and kept up to date. It is structured on a three-levels security baseline 
and consequent set of controls to implement, based on the systems risk level: low-impact, mod-
erate-impact and high-impact. It is quite generic like ISO 27001 but, once the impact is sized, 
provides a way to select controls from the complete set provided. Moreover, it includes a guide 
to selecting controls, based on several examples and use cases. So, some details of the implemen-
tation are provided, contrary to the ISO documents. An appendix gives moreover guidance on 
how to adapt adapt controls to ICSs, which are as we have seen different from general purpose 
systems in many ways. 

More important for Critical Infrastructure Protection is the result of EO 13636, the “Framework 
for Improving Critical Infrastructure Cybersecurity”, released by NIST in 2014 [NIST14]. The 
guideline, in its own words, does not substitute risk assessment models but complements them 
(in particular of course NIST’s own 800-53). It provides a mechanism for organisations (CI own-
ers and managers) to assess their posture in terms of cyber security, identify the gaps with the 
target state and the activities needed to reach it, all in a cycle of continuous improvement com-
mon to basically all standards and guidelines. The guideline notably provides table referencing 
the other existing documents and standards.

2.3.2  NERC

North American Electric Reliability Corporation is the government-supervised corporation re-
sponsible for the bulk electric system supply chain. The power grid has a key role among Critical 
Infrastructures because it represents a necessary enabler for almost all the others and its fails 
could trigger large scale domino effects. NERC CIP 001-009 is a series of nine documents ap-
plying to all actors in the sector: reliability coordinators, balancing authorities, interchange au-
thorities, transmission service providers, transmission owners, transmission operators, generator 
owners, generator operators, load serving entities, regional reliability organisations, and NERC 
itself. The scope is understandably strictly North American; extensive reworking and adaptation 
would be needed to implement in the European Union. No compliance metric is present, so it 
is difficult to estimate compliance costs. This represents the only example of mandatory stand-
ard implementation, enforced in the U.S. and Canada. When initially developed adoption was 
voluntary but, due to the cost estimation difficulty, several actors chose not to comply. Controls 
provided are based, and are in fact a subset of the moderate baseline set from NIST 800-53. In july 
2015 FERC (the regulatory commission overseeing NERC) proposed to direct NERC to develop 
a new version of its CIP series.

2.3.3  ANSI/ISA 99 

The security guidelines and user resources for Industrial Automation and Control Systems de-
veloped by ANSI (a private SDO), were later submitted to IEC as IEC 62443. Here compliance 
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metrics are present and considered fundamental, so increased security can be measured. In its 
vision revenues should be increased to cover for security costs, so the implementation should be 
cost neutral for the operator, but costs are reverted on end users. Few of this multipart series has 
been published by IEC so it is still premature to judge its validity.

3 Standardisation Policies
As Critical Infrastructures Information Protection is prominent in public policy, standardisation 
adoption policy options may usefully be studied leveraging a tool common in economics, the 
cost-benefit analysis. The question facing regulators is how to incorporate standardisation in se-
curity policy and to what extent: mandating the adoption of existing standards to CI operators, 
regulate directly, leave complete freedom. To date, NERC CIP is the only example of mandatory 
standard. In Europe especially the standardisation policy effort appears uncoordinated and lack-
ing a strategic vision – more reactive than strategic.

3.1 Cost-benefit analysis

A Cost-benefit Analysis model could be used by policymakers in order to select the correct stand-
ardisation policy. CBA has a long standing and tradition in policymaking, however it was usually 
employed in the selection of infrastructural investment projects rather than in choosing regula-
tory options, or in other words, chosing how – and if – to incorporate standard compliance in 
legislation and regulations in a context where both public and private interests are at stake, from 
the economic well-being of operators, to a fair and open market for services, even to national 
security and safety of populations. Cybersecurity is notoriously hard to define but no doubts exist 
that it involves the security of interconnected systems: the convergence of ICSs to mainstream 
IT technologies like IP networks and general-purpose Operating Systems brought them square-
ly under the information security umbrella. When studied from the standpoint of economics, 
information security of large-scale networked systems is a public good, i.e. non-excludable and 
non-rivalrous.[Ande01]. One recognised as such, it has been demonstrated [Vari04] that cyber 
security is explained largely by a lest-effort model, i.e. the level of security of the system is as high 
as its weakest element. This reality, coupled with the so-called “free-rider problem” - where ele-
ments in a network can benefit of others’ investments in security without cost – makes the case 
for some sort of regulation when industrial systems and infrastructures are involved and become 
part of the general network. Regulation options can be studied employing a cost-benefit perspec-
tive: costs and benefits to all stakeholders are considered, especially societal ones; according to 
the model benefits must exceed costs for the policy option to be viable and, when several options 
are available, the choice entailing the biggest net benefits is chosen. 

Underpinning CBS is economic utilitarianism, where benefits to society are simply the sum of 
individual benefits, and measured in monetary value. Generated externalities should be included 
and expressed in monetary terms too, but extremely complex. The economic value of information 
security is not easily measured. 

A simplified version of the model considers three policy options, as follows:
1. No mandatory standardisation for security (non-intervention);
2. Voluntary standardisation, possibly with economic incentives;
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3. Complete regulation or compulsory standards adoption. 

Table 1: Costs, benefits and externalities
Actor Cost Benefit Externalities generated

CI opera-
tors (public 
and pri-
vate)

• Participation in the developing 
of standards
• personnel (2,3)
• overhead (2,3)

• Implementation of standardi-
sation programs for their sys-
tems (could be high) (2,3)

• Maintaining of compliance 
(2,3)
• Overhead
• Administrative
• Operative
• Audits

• Reduced number of attacks 
(higher security) (2,3)

• Speedy disaster recovery (2,3)
• Lower costs of communication 

with partners (esp. cross-bor-
ders) and authorities (2,3)

• Lower liability and reduced in-
surance costs (2,3)

• Incident reporting standards, 
threats catalogs can foster col-
laboration, reduce costs

• “saner” and more predictable 
cyberspace in general (2,3)

• environmental benefits and 
safety of CIs (2,3)

• knowledge/experience shar-
ing (2,3)

• (negative) More rigid markets, 
less competition (3)

Societal • (possible) Participation in the 
developing of standards (con-
sultation, editing etc) (2,3)

• Less downtime for users/cli-
ents (2,3)

• (possible) Lower costs of ser-
vices (shared with operators) 
(2,3)

• Heightened trust in institu-
tions by citizens 

• National security and resil-
ience (2,3)

• Standardisationsupplies a 
common base and increas-
es trust among international 
partners.

The model presented is still simplified: the existence of different categories of standards is not 
considered for instance; the policy options list can be refined, especially when considering the 
EU where regulation can be both at the Union and at the national level. More importantly we 
should solve the problem of how to economically evaluate cost, benefits and externalities; this 
is the crux of the implementation of Cost-Benefit Analysis. To do that, better empirical data 
is surely needed – costs of actual attacks, their absolute frequency, a reasonable estimate of the 
probability of occurrence, and so on. However, while much is still needed, a workable model for 
rational economic policy decisions is very much a necessity, especially in the general field of se-
curity and national security where the last decades saw more of a fear-driven reaction to threats 
than meditated choices.

4 Case Study
Power grids are the ideal case study for information security as applied to Critical Infrastructures 
for several reasons. They have a key role in the ecosystem because electricity is a necessity for 
many other CIs and blackouts can trigger significant chain failures in other domains (energy, 
transport, health...). Deregulation and liberalisations make for a system where a plurality of ac-
tors are involved, both vertically along the supply chain and as competitors at the same level. 
The transition towards renewable sources and, self-production and flexible architectures (“smart 
grids”) significantly elevated the complexity level of the system when compared to the old-style 
uni-directional, “waterfall” structure. Smart grids have an absolute need of ICT technologies and 
the grid itself can be repurposed as a wide area information network – the rapid deployment of 
smart meters is an example. 
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The NERC CIP series, developed for the american bulk electric supply chain, is an interesting 
policy case study, as it is the only example of compulsory information security standard imple-
mentation. When initially deployed, the scheme was merely voluntary, but with penalties im-
posed for non-compliance. The resistance to adoption by operators was widespread and many 
self-reported violation reports were registered, as they preferred the incur the (known) cost of 
the penalty rather than the (largely unknown) cost of implementation, hard to forecast. Penalties 
had to be increased and later on a compulsory scheme was introduced. While the supply chain 
landscape in Europe is in many ways different than in North America – the market is somewhat 
less fragmented and liberalised, this experience strongly suggest that regulation probably is nec-
essary in order to overcome economics mechanisms that work against voluntary investments in 
information security standardisation.

5 Conclusions
In Critical Infrastructure Protection, the benefits of technical standardisation are fairly evident, 
those of high-level management and risk-management much less so. Opportunities however 
very possibly overcome costs, even if the exact balance is not so simple to quantify and study. 
In a multinational setting like the European Union the adoption of a common baseline for the 
management ans assurance of information security in such important systems would certainly 
increase trust across borders – a factor widely recognised as fundamental in enhancing general 
cyber security and ease fast reactions to attacks – data exchange and interoperability. Unfortu-
nately strong economic mechanisms hinder the adoption of information security schemes just 
like information security investments in general. Voluntary schemes proved not so effective if 
the objective is widespread adoption, and att least a basic mandatory implementation policy is 
probably needed. Europe, with fewer big operators and still several state-owned actors, even after 
rounds of privatisations and liberalisations, should be a more receptive testbed than North Amer-
ica. At the same time work, in academia, industry and standardisation bodies alike is still needed, 
especially on better security and compliance metrics and the associated costs.
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